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Cybersecurity Strategy the National Security aligning to
EO014028

Recent events that transpired in 2022, such as the SolarWinds and Log4j exploitations,
changed how the US Government views cybersecurity. On May 12, 2022, Executive Order
14028 was enacted, defining cybersecurity as now national security. The strategy for
Information Technology has drastically shifted to blend digital transformation to cyber lead
information technology modernization. This session describes the current threat the
government is facing, and the high-level strategy laid out in the various executive orders,
coupled with recommendations to build cyber strategies, Zero Trust Requirements, with
technology examples as accelerators to drive benefit realization.



1962, a computer pioneer said,
"There is no reason to suppose the average boy or girl cannot be master of a personal computer."
Soon after, PCs arrived and have kept changing and changing.
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How Does Government Balance Innovation with Security?




Cyber the new Transformation

IT Modernization
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-Hosted Environment Information Security Standard (SEC525) (Word version)
A «Information Security Standard (SEC501) (Word version)
/ *|IT Risk Management Standard (SEC520) (Word version)

*|T Security Audit Standard (SEC502) (Word version)

«Security Awareness Training Standard (SEC527-00.3) (Word version)

«IT Standard Use of Non-Commonwealth Computing Devices to Telework
(SEC511) (Word version)

*Removal of Commonwealth Data from Electronic Media Standard (SEC514)
*Secure Remote Access to Online Court Documents Standard (SEC503-02.2)
+Virginia Real Property Electronic Recording Standard (SEC505)

Meaningful
Use



https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/pdf/SEC525-Hosted-Information-Security-Standard.pdf
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/docs/SEC525-Hosted-Information-Security-Standard.doc.docx
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/pdf/SEC501-Information-Security-Standard.pdf
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/docs/SEC501-Information-Security-Standard.docx
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/pdf/IT-Risk-Management-Standard---SEC520.pdf
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/docs/IT-Risk-Management-Standard---SEC520.docx
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/pdf/SEC502-Audit-Standard.pdf
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/docs/SEC502-Audit-Standard.docx
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/pdf/SEC527_Security_Awareness_Training_Standard.pdf
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/docs/SEC527_Security_Awareness_Training_Standard.docx
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/pdf/ITStandardNonCOVteleworkSEC511-1.pdf
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/docs/ITStandardNonCOVteleworkSEC511-1.doc
https://www.vita.virginia.gov/media/vitavirginiagov/commonwealth-security/pdf/SEC514_05.01-Removal-COV-Data-from-Electronic-Media-Standard.pdf
https://www.vita.virginia.gov/media/vitavirginiagov/it-governance/psgs/pdf/RemoteAccessDocsCrtContrdSEC503.pdf
https://www.vita.virginia.gov/media/vitavirginiagov/commonwealth-security/pdf/SEC505-Virginia-Real-Property-Electronic-Recording-Standard.pdf
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Why the U.S. Government is Moving to Cloud Computing

CULTURE GEAR IDEAS SCIENCE SECURITY TRANSPO

WHY THE U.S. GOVERNMENT IS MOVING TO
CLOUD COMPUTING

Government
Increases Its
Adoption of Cloud

Computing both
Private and Public

Image: opensourceway/Flickr

It's no secret that cloud computing is transforming businesses across g NHT
industries and creating a paradigm shift by delivering hosted services
through the internet with unabated cost benefits and business
innovation. But while the private sector is building on cloud
computing’s myriad benefits, government organizations have also

aggressively begun to capitalize on them.

As an IBM solution architect and a trusted advisor to many of our
government sector customers, I've seen how the financial constraints

of the past five years have deeply affected how agencies deploy their

solutions. These agencies are pressed to seek optimized business



The
Government
Issued Cloud

Policies to
Increase
Progression

The federal government has issued a "cloud first" policy as a part
of the Office of Management and Budget's 25-point plan to
reform federal information technology management. The policy
was described by federal CIO Vivek Kundra during a December 9,
2010, presentation. This cloud-first policy was presented as an
important aspect of government reform efforts in order to

achieve operational efficiencies by adopting "light" technology
and shared services.

As of June 2019, the Federal Cloud Computing Strategy — Cloud
Smart — is a long-term, high-level strategy to drive cloud
adoption in Federal agencies. This was the first cloud policy
update in seven years, offering a path forward for agencies to
migrate to a safe and secure cloud infrastructure.
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Government

High Profile
Cyber Attacks

* Ransomware

Hackers targeted U.S. city and county governments with 79
ransomware attacks in 2020, a 35 percent decrease in the
number of ransomware attacks counted in 2019 but still a major
impact to some 71 million people. The average ransom
demanded in 2020 from governmental related organizations
was $570,857, with over $1.75 million actually paid to hackers.

* Logdj

The original Apache Log4j vulnerability (CVE-2021-44228), also
known as Log4Shell, is a cybersecurity vulnerability on the
Apache Log4j 2 Java library. This security flaw is a Remote Code
Execution vulnerability (RCE) - one of the most critical security
exposures. Jun 5, 2022

* SolarWinds

The SolarWinds supply chain attack is a global hack, as threat
actors turned the Orion software into a weapon gaining access
to several government systems and thousands of private
systems around the world. Jun 16, 2021
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THE WHITE HOUSE
T h e G Ove r n m e n t Executive Orde“r o: Improving the

Nation’s Cybersecurity

Strategy Has Changed

the United States of America, it is hereby ordered as follows:

IT Modernization for Federal e
Cybersecurity by Design

Federal Government must improve its efforts to identify,deter, protect
against, detect, and respond to these actions and actors. The Federal
Government must also carefully examine what occurred during any major
cyber incident and apply lessons learned. But cybersecurity requires more
than government action. Protecting our Nation from malicious cyber actors
requires the Federal Government to partner with the private sector. The
private sector must adapt to the continuously changing threat environment,
ensureits products are built and operate securely, and partner with the
Federal Government to foster a more secure cyberspace. In the end, the trust
we place in our digital infrastructure should be proportional to how
trustworthy and transparent that infrastructure is, and to the consequences

PR

ZERO-DAY INTERNET VULNERABILITY
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Apache SolarWinds

LOGYY CYBER ATTACK

we will incur if that trust is misplaced.

EXECUTIVE OFFICE OF THE PRESIDENT
WASHINGTON, D.C. 20503

V7L

July 22,2022
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MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

FROM: SHALANDA D. YOUNG d/.,& D L/.,,a)
DIRECTOR
OFFICE OF MANAGEMENT AND BUDGET

CHRIS INGLIS p
NATIONAL CYBER DIRECTOR e

SUBJECT: Administration Cybersecurity Priorities for the FY 2024 Budget




* Increase Cyber Security Poster

* The Federal Government must bring to bear the full
scope of its authorities and resources to protect and
secure its computer systems, whether they are
cloud-based, on-premises, or hybrid.

* The scope of protection and security must include

systems that process data (information technology
(IT)) and those that run the vital machinery that

U S ensures our safety (operational technology (OT)).

* Cybersecurity Viewed as National Security

G Ove r n m e nt * Increase IT Modernization to leverage cloud services
* Develop a plan to implement Zero Trust Architecture,
Strategy

which shall incorporate, as appropriate, the migration
steps that the National Institute of Standards and
Technology (NIST) within the Department of Commerce
has outlined in standards and guidance, describe any such
steps that have already been completed, identify
activities that will have the most immediate security
impact, and include a schedule to implement them




What Is Zero

Trust?

* The National Institute of Standards and
Technology (NIST) Special Publication (SP) 800-
207 provides the following operative definition
of zero trust and ZTA:

» Zero trust provides a collection of concepts
and ideas designed to minimize
uncertainty in enforcing accurate, least
privilege per-request access decisions in
information systems and services in the face
of a network viewed as compromised.

* ZTA is an enterprise’s cybersecurity plan that
uses zero trust concepts and
encompasses component relationships,
workflow planning, and access policies.
Therefore, a zero-trust enterprise is the
network infrastructure (physical and virtual)
and operational policies that are in place for
an enterprise as a product of a ZTA plan.



e Gartner summarized the definitions of
Zero Trust from NIST SP 800-207:

» Zero Trust is a cybersecurity paradigm
focused on resource protection and the
premise the trust is never granted implicitly
but must be continually evaluated.

What Is Zero

* A Zero Trust Strategy is a systematic
T t ? approach to replace implicit trust with
r u S . adaptive trust across all of IT.

* In short,

* We use data to enrich our adaptive decision
making processes (continual evaluation).




Advancing the Maturity Model
SAIC’s Advanced ZT Merged Maturity Model

Zero Trust

Accelerator
Maturity: Model
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The maturity model provides a combined picture to address guidance from all Federal and Commercial Models of Zero Trust.
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MATURITY

CYCLE

Zero Trust Accelerator’s Repeatable Maturity Cycle
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A Phased Approach to Meeting Future Zero Trust Requirements

Maturity Questionnaire
Use Case Templates

ZT Reference Models
New Business Processes
Concept White Papers
Penetration Testing
Crown Jewel Analysis
Determine Data Sources
ZTA Approach Selection
Existing Automation

ANALYZE

Gap Analysis

Data Flow Status
Cross-Pillar Impacts
Governing Requirements
Assess Policy Automation
Assess Current Baseline

Determine Future
Baseline Requirements

Product Demonstrations
Potential Consolidations

SELECT & PLAN

Metrics of Maturity
Product Analysis Library
Products with good ROI
Attack Surface Reduction

Address Budget Concern
w/Critical Decision Data

Set Consolidation Strat

Determine Monitoring
Ability & Requirements
Optimize Licensing

Orchestration &
Workflow Automation

ZTXL Process Guides
Product Quality Control
Normalize Metrics Data
API & Data Governance
Governance Automation
Attack Surface Reduction
Least Privilege Access
System Security Plans

MONITOR

Pre-Built SLA Dashboards
cATO Integration

SIEM Centralization
DevSecOps Supply Chain
Maturity Progress
Resulting ROI

User Behavior Analytics
Root Cause Identification
Threat ID & Remediation
Update Security Baseline




ZTXL Phase Engagements
— Start Anywhere —

Explore

* Current Maturity Assessment
* Discovery Questionnaire
+ZT Models - Approach Selection
* SASE Overlay (Option)

L7 “DRSTOSA™ |
Vg

» Missing Fundamental ZT Capabilities

» Governance Applicability & Adherence

* Building the Roadmap
» Cyber Hygiene Assessment

Select & Plan

Implement

* Working the Roadmap

* Product Deployment & Training
» Automation Enhancements

* Tool Repurpose or Replacement
» Capability Gap Resolutions

Zero Trust

Accelerator.

Maturity Model
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ZERO TRUST FUNDAMENTALS

* Current Budget Cycle ROI
* Goals for Future Maturity
* ZT Maturity Monitoring Metrics

Monitor
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MATURITY

CYCLE

/TXL Maturity Lifecycle

Phase Breakdowns & Examples

Maturity Questionnaire
Use Case Templates
ZT Reference Models
New Business Processes
Concept White Papers
Penetration Testing
Crown Jewel Analysis
Determine Data Sources
ZTA Approach Selection
Existing Automation

ANALYZE

Gap Analysis
Data Flow Status
Cross-Pillar Impacts
Governing Requirements
Assess Policy Automation
Assess Current Baseline
Determine Future
Baseline Requirements
Product Demonstrations
Potential Consolidations

SELECT & PLAN

Metrics of Maturity
Product Analysis Library
Products with good ROI
Attack Surface Reduction

Address Budget Concern
w/Critical Decision Data

Set Consolidation Strat

Determine Monitoring
Ability & Requirements

Optimize Licensing

Orchestration &
Workflow Automation

ZTXL Process Guides
Product Quality Control
Normalize Metrics Data
APl & Data Governance
Governance Automation
Attack Surface Reduction
Least Privilege Access
System Security Plans

MONITOR

Pre-Built SLA Dashboards
cATO Integration

SIEM Centralization
DevSecOps Supply Chain
Maturity Progress
Resulting ROI

User Behavior Analytics
Root Cause Identification
Threat ID & Remediation
Update Security Baseline




MATURITY

CYCLE

/TXL Maturity Lifecycle

Explore Phase

Maturity Questionnaire
Use Case Templates
ZT Reference Models
New Business Processes
Concept White Papers
Penetration Testing
Crown Jewel Analysis
Determine Data Sources
ZTA Approach Selection
Existing Automation

Gap Analysis
Data Flow Status
Cross-Pillar Impacts
Governing Requirements
Assess Policy Automation
Assess Current Baseline
Determine Future
Baseline Requirements
Product Demonstrations
Potential Consolidations

Metrics of Maturity
Product Analysis Library
Products with good ROI
Attack Surface Reduction

Address Budget Concern
w/Critical Decision Data

Set Consolidation Strat

Determine Monitoring
Ability & Requirements

Optimize Licensing

Orchestration &
Workflow Automation

ZTXL Process Guides
Product Quality Control
Normalize Metrics Data
AP| & Data Governance
Governance Automation
Attack Surface Reduction
Least Privilege Access
System Security Plans

Pre-Built SLA Dashboards
cATO Integration

SIEM Centralization
DevSecOps Supply Chain
Maturity Progress
Resulting ROI

User Behavior Analytics
Root Cause Identification
Threat ID & Remediation
Update Security Baseline




Phase | : Explore

» Zero Trust education, Use Cases, and discovery tools help determine your zero trust strategy,
while also helping us learn about your unique existing environment and technologies.

The Zero Trust eXtended Security Maturity Assessment

uestions using the six key competencies of the Zero Trust e

This assessment typically requires no more than 10 minutes to complete.

Zero Trust eXtended competency How much do you agree with the following statements?

& your organization's Zero Trust maturity. The Zero Trust Model describes ho:
Xt

w
tended Framework: data, networks, people/worforce, workioad, device, and

Scoring Summary

security teams should redesign networks to improve

4

* Maturity Questionnaire
* Use Case Templates
+ ZT Reference Models

devices, and hosting models.

We can discover data, assets, senvices, and applications by sensitivity or criticality across locations,

* New Business Processes

OMB & CISA

EEE
il

We can categorize data across environments and infrastructures and continually manage and maintain
atare focused on enabling better security and control for stakeholders

DoD & NSA

== * Concept White Papers
NSA * Penetration Testing
N— W:Eg‘r_rerstevr * Crown Jewel Analysis
E—— * Determine Data Sources
» ZTA Approach Selection
* Existing Automation

NIST

Zero Trust Principals - NIST

22



MATURITY
CYCLE

5AIC

/TXL Maturity Lifecycle

Analyze Phase

Maturity Questionnaire
Use Case Templates
ZT Reference Models
New Business Processes
Concept White Papers
Penetration Testing
Crown Jewel Analysis
Determine Data Sources
ZTA Approach Selection
Existing Automation

ANALYZE

Gap Analysis
Data Flow Status
Cross-Pillar Impacts
Governing Requirements
Assess Policy Automation
Assess Current Baseline
Determine Future
Baseline Requirements
Product Demonstrations
Potential Consolidations

Metrics of Maturity
Product Analysis Library
Products with good ROI
Attack Surface Reduction

Address Budget Concern
w/Critical Decision Data

Set Consolidation Strat

Determine Monitoring
Ability & Requirements

Optimize Licensing

Orchestration &
Workflow Automation

ZTXL Process Guides
Product Quality Control
Normalize Metrics Data
APl & Data Governance
Governance Automation
Attack Surface Reduction
Least Privilege Access
System Security Plans

Pre-Built SLA Dashboards
cATO Integration

SIEM Centralization
DevSecOps Supply Chain
Maturity Progress
Resulting ROI

User Behavior Analytics
Root Cause Identification
Threat ID & Remediation
Update Security Baseline




Phase Il : Analyze

» The data gathered during the Explore phase is then analyzed to identify missing ZT fundamentals,
current maturity levels, data flows, and the impact of your unique governance requirements.

API

Identity Management «-- ap; --»

48 ADFS

Azure Active Directory  ()SailPoint
API

Zero Trust Maturity

Identity Pillar Maturity Network Pillar Maturity

Workload Pillar Maturity Analytics and Visualization Pillar Maturity

Cloud Providers

) A
API

SaaS

API

v

ZERO TRUST
[A) EXCHANGE [~

Inline Policy
Enforcement Engine

«-- APl --» Operations

re Sentinel

¢

OW_ (H)HashiCorp
API

Data Plllar Maturity

7
Automation and Respon y

ANALYZE

* Gap Analysis

* Data Flow Status

* Cross-Pillar Impacts

* Governing Requirements
*» Assess Policy Automation
* Assess Current Baseline

* Determine Future
Baseline Requirements

* Product Demonstrations
» Potential Consolidations

24



/TXL Maturity Lifecycle

Select & Plan Phase

MATURITY
CYCLE

5AIC

Maturity Questionnaire
* Use Case Templates

* ZT Reference Models

* New Business Processes
* Concept White Papers

* Penetration Testing

* Crown Jewel Analysis

* Determine Data Sources
* ZTA Approach Selection
» Existing Automation

Gap Analysis
Data Flow Status
Cross-Pillar Impacts
Governing Requirements
Assess Policy Automation
Assess Current Baseline
Determine Future
Baseline Requirements
Product Demonstrations
Potential Consolidations

SELECT & PLAN

Metrics of Maturity
Product Analysis Library
Products with good ROI
Attack Surface Reduction

Address Budget Concern
w/Critical Decision Data

Set Consolidation Strat

Determine Monitoring
Ability & Requirements
Optimize Licensing

Orchestration &
Workflow Automation

ZTXL Process Guides
Product Quality Control
Normalize Metrics Data
APl & Data Governance
Governance Automation
Attack Surface Reduction
Least Privilege Access
System Security Plans

Pre-Built SLA Dashboards
cATO Integration

SIEM Centralization
DevSecOps Supply Chain
Maturity Progress
Resulting ROI

User Behavior Analytics
Root Cause Identification
Threat ID & Remediation
Update Security Baseline




Phase lll ;: Select & Plan

» ZTXL saves time and labor needed to ROADMAP required maturity improvements.

4

SAIC Innovation’s Product Analysis Library (PAL) has compiled data
on 100+ competitive vendors in the Zero Trust project space by:

Impacted Zero Trust Pillars & SASE Components
Product Highlights & Capability Gaps

FedRAMP Status (PAL Example of a Large Program Zero Trust Solution)
CAree nifie ou e — Large Program
oud Impact Leve McAfee MVISION Unified Cloud Edge (UCE) — Large Prog
ZERO TRUST PILLAR IMPACT PRODUCT HIGHLIGHTS
Deployable Environments : z:’l‘“ » Cloud Management Controls (CMC) for CASB, Cloud SWG, DLP
. NETWORK » SD-WAN with AppGate Partnership

« APPLICATION / WORKLOAD « “Undiscoverable/Cloaked” Edge / Cloud Native Access (VPN Sunset)

Analytic Capability . oaTA

» Multi-Cloud Capability into DoD NIPRnet
+ VISIBILITY / ANALYTICS
H HH . AUTOMATION/ORCHESTRATION * Google, Azure, AWS, MilCloud
Demo Availability .
SASE COMPONENT IMPACT » Heavy Presence on DoD SIPRnet, Highest FedRAMP Status
. . + NGFW/FWaa$ » Full Office365/Teams SaaS Apps Coverage (HTTPS/API to CMC)
Wh ite Papers Aval |ab|e * ZT Network Access » McAfee MVISION ePO Automation & Orchestration
- Cloud SWG
H H . D:: + Familiar across DoD (Easier to staff), Global Threat Intelligence across apps
PartnerSh | P SeI’VICES, - CASB » DLP Solutions Sync at Device,Web, and Cloud/Workload Levels
- SD-WAN . Unifi , L
Su PPO rt’ an d Unified DLP Incident Management, Data Sensitivity Levels
H H H FedRAMP Status Cloud Impact Level Environment SAIC Features
Licensing Discounts Noe! Lo s igh | | Nowe/ 2/ s 16 | | owrem iy ot | | spanica) Do paper P

SAIC P ————

SELECT & PLAN

* Metrics of Maturity

* Product Analysis Library
* Products with good ROI
» Attack Surface Reduction

* Address Budget Concern
w/Ceritical Decision Data

*» Set Consolidation Strat
* Determine Monitoring

Ability & Requirements
» Optimize Licensing




Phase lll ;: Select & Plan

» Selection Methodology based
upon clear Technology and

Governance Requirements to
QUALIFY PRODUCTS

Define Mission
Qutcomes

Zero Trust Design Concepts

Determine who/what

Architect from
needs access

the Inside Out

» Risk Reduction calculations help customers QUANTIFY VALUE

by project scenario and other fiscal metrics.

» The final planning outcome is to
BUILD THE ROADMAP

omparison — risk level
ble risk level for each control scenario by plotting the probable loss

t the probable loss event frequency (LEF).

ion and Analyics projects merged

LEF: N
PLM: Sg
WCLM: 121000
Risk: M

ich, LEF exclusively influences the

er-boundary cost difference

Inspect and log

all traffic

SELECT & PLAN

* Metrics of Maturity

* Product Analysis Library
* Products with good ROI

» Attack Surface Reduction

* Address Budget Concern
w/Critical Decision Data

» Set Consolidation Strat

* Determine Monitoring
Ability & Requirements

» Optimize Licensing




MATURITY
CYCLE

/TXL Maturity Lifecycle

Implement

Phase

Maturity Questionnaire
* Use Case Templates

» ZT Reference Models

* New Business Processes
* Concept White Papers

* Penetration Testing

* Crown Jewel Analysis

* Determine Data Sources
* ZTA Approach Selection
* Existing Automation

5AIC

Gap Analysis
Data Flow Status
Cross-Pillar Impacts
Governing Requirements
Assess Policy Automation
Assess Current Baseline
Determine Future
Baseline Requirements

Product Demonstrations
Potential Consolidations

Metrics of Maturity
Product Analysis Library
Products with good ROI
Attack Surface Reduction

Address Budget Concern
w/Critical Decision Data

Set Consolidation Strat

Determine Monitoring
Ability & Requirements

Optimize Licensing

Orchestration &
Workflow Automation

ZTXL Process Guides
Product Quality Control
Normalize Metrics Data
APl & Data Governance
Governance Automation
Attack Surface Reduction
Least Privilege Access
System Security Plans

Pre-Built SLA Dashboards
cATO Integration

SIEM Centralization
DevSecOps Supply Chain
Maturity Progress
Resulting ROI

User Behavior Analytics
Root Cause Identification
Threat ID & Remediation
Update Security Baseline




Phase |V : Implement

» Implementation is about more than the ROADMAP developed in phase .

- The technology changes made during implementation
* Reduce Attack Surface — mapped to the MITRE ATT&CK Matrix (below)
* Improve ATO System Security Plans due to reducing or mitigating risk
* Most Important to Zero Trust, the tools provide enriched data for Adaptive Decision Making

Adaptive Decision Making helps to further remove Implicit Trust from your environment.

MITRE ATT&CK Matrix

Orchestration &
Workflow Automation

ZTXL Process Guides
Product Quality Control
Normalize Metrics Data
APl & Data Governance
Governance Automation
Attack Surface Reduction
Least Privilege Access
System Security Plans



Phase IV : Working the ROADMAP

» Weekly briefing to keep customers up-to-date on roadmap progress:

- POC:s aligned with their Areas of Responsibility

Resource Loaded Schedules with Milestone State

Zero Trust Maturity Metrics, POAM Impacts, and SSP Updates.

NEN IT Sustainment Plan
Roles & Responsibilities w/WBS

e

WBS Elements

S T0-ear G ek Details
NEN 1550 Sean Kirby (100%)
1.7.2- 1T & Security Engineering
WS Element 1.7.5 - Audits & Assessments
Collection o completion.
T7EWANJGW Cor
Complete Review and continuous updates to the NEN SSP
in RISCS,
W) thatar
TS Tech Leads Mark Bollinger (40%) || acwiry o Aceiy Dese. eay st | ey Finish
1.7.1- T & Security Manageme
WBS Element ;5 auis & Assessments 1§ NN 1T Moderiton schedle G

SME for NEN IT
ETTY matter

Documentation

Primary contacts local o GSFC
security work, mestings, briefi

Supporting Peraton NEN docun
W) Support Graylog A&A artif

v
v
v
Stpeort Support for SSP, WAR. v
Planning & Purchase Order planning with § v
Budgeting quotes, o specifications. ¥
Role - z
IITS Tech Leads Ronf v
17.1
WBS Element ,751 v
SME for NEN IT Securtty prima = e
Documentation Support NEN |
Platform Training / Analytics Resou v

et start

!

e

Risk # 01
AC-02, IA-04

Risk # 03
AC-05

Risk # 04
AC-06, (02)

SAR Risk Mitigation
through IT Modernization

S

Procedures for reissuing
shared credentials, account
audits via Graylog, and
A

Summary/Details

Alack of formalized account management

Risk Mitigation Impacts by new ZT Capabilities associated with NIST Controls

be leveraged by an adversari

POAM Progress Over Time

processes can have several e'fei

@

Amalicious system administra ) New NEN ISSO Closes 52 Findings in 4 months (Sept. to Dec.), No ATO until A&A

create unauthorized accounts

detection by modifying the ass >  Conditional ATO not dropped; IT Modernization and a new A&A hold the solutions to reach ATO
entries.
Grand Total Total Closed

Findings | FY19 |FY18[FY16[ By Severity: CLOSED | FY19 | FY18]FY16] By Severity OPEN
s | Hgh [ 135 |6 2 Hgh | 13 | 1] a 18 78 | rign 2 6
Moderate| 39 | 7 | 9 55 Moderate| 26 | 5 | 6 37 Moderate 3 18
o Low I3 1o e v |13 [ 1] 0| 1 Low 22

An individual with Y a Byvear] 65 | 13 [17 ]| 95 Byvear] 52 | 7 [ 10| 69 Byvear! 1367 -

rights may make unauthorized ch
information system, unintenti
intentionally introducing vuing| s 5

> 13 Findings require further planning with new capabilities
IT Modernization improves 100+ Control Implementations
that support Finding and POAM avoidance

> NEN Tiger Team to open up to 40 self-identified IT
0 Modernization POAMs with most closure targets
prior to August A&A

£
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Orchestration &
Workflow Automation

ZTXL Process Guides
Product Quality Control
Normalize Metrics Data
APl & Data Governance
Governance Automation
Attack Surface Reduction
Least Privilege Access
System Security Plans



MATURITY

CYCLE

/TXL Maturity Lifecycle

Monitor Phase

Maturity Questionnaire
Use Case Templates
ZT Reference Models
New Business Processes
Concept White Papers
Penetration Testing
Crown Jewel Analysis
Determine Data Sources
ZTA Approach Selection
Existing Automation

5AIC

Gap Analysis
Data Flow Status
Cross-Pillar Impacts
Governing Requirements
Assess Policy Automation
Assess Current Baseline
Determine Future
Baseline Requirements
Product Demonstrations
Potential Consolidations

Metrics of Maturity
Product Analysis Library
Products with good ROI
Attack Surface Reduction

Address Budget Concern
w/Critical Decision Data

Set Consolidation Strat

Determine Monitoring
Ability & Requirements

Optimize Licensing

Orchestration &
Workflow Automation

ZTXL Process Guides
Product Quality Control
Normalize Metrics Data
APl & Data Governance
Governance Automation
Attack Surface Reduction
Least Privilege Access
System Security Plans

MONITOR

Pre-Built SLA Dashboards
cATO Integration

SIEM Centralization
DevSecOps Supply Chain
Maturity Progress
Resulting ROI

User Behavior Analytics
Root Cause |dentification
Threat ID & Remediation
Update Security Baseline




Phase V : Monitor

Zero Trust Requires Continuous Monitoring

NIST: Zero trust is a cybersecurity paradigm focused on
resource protection and the premise that trust is never
granted implicitly but must be continually evaluated.

Gartner: Zero trust is a security paradigm that replaces
implicit trust with continuously assessed explicit risk/trust
levels based on identity and context supported by security
infrastructure that adapts to risk-optimize the
organization’s security posture.



PhaseV : Monitor (How well are you using data?)

» Analytic Maturity is critical to Automation/Orchestration for advanced Zero Trust decision making.

Advanced
Detection
Apply sophisticated detection

Automation and Orchestration
Speration capabity 1 1o MONITOR

* Pre-Built SLA Dashboards
* cATO Integration

* SIEM Centralization

* DevSecOps Supply Chain
* Maturity Progress

* Resulting ROI

* User Behavior Analytics

* Root Cause |dentification

* Threat ID & Remediation

* Update Security Baseline

» Increased SIEM Maturity leads to SOAR integration.

Security Orchestration and Automated Response

* SOAR integration leads to enriched ZT decision making.



Benefits of ZTXL and the Maturity Model

» Zero Trust Accelerator

- Saves customers Time and Labor
Pre-Built Tools and Analytic Templates, MITRE mapping, Data Use Case Library
ZT Product Analysis Library saves time exploring technology to fill fundamental ZT gaps fast

Direct Mapping from ZT to NIST Controls to minimize ATO impact and maximize POAM resolution

« Cuts through requirements, overlaying them on ZT Controls

Solve for multiple governance requirements simultaneously with Governance Overlays

- Provides a long-term Roadmap future FY budget planning.
Know where and when Governance expectations and required Risk reductions will be met.

Accurate POAM planning leads to faster ATOs, and Continuous ATO Options.

« Quantifies the entire journey to Zero Trust maturity with ROl and ZT Maturity Analytics.

The investments in ZTXL and new technologies have measurable Risk Impacts, reflected back to the dollars spent.



Discussion

Shawn Kingsberry, SAIC, VP Cybersecurity




